This GP Practice is registered with the Information Commissioner’s Office as a Data Controller and our registration number can be found by searching the ICO Register using this Link.

We aim to provide you with the highest quality health care. To do this we must keep records about you, your health and the care we have provided or plan to provide to you. This Privacy Notice sets out how we will use these records.

Information which we will collect about you
We will collect information which identifies you and pertaining to your physical, mental health or condition, including your;
· Name, date of birth, contact information and next of kin
· Medication
· Gender and ethnicity
· Allergies
· Vaccinations
· Previous illnesses and current health including details of any diagnoses, consultations and investigations
· Notes made during consultations
· Correspondence between health professionals such as referrals and discharge letters
· Results of tests and their interpretation
· Videotapes, audiotapes and photographs
· Reports written for third parties such as solicitors and insurance companies
We will collect information directly from you, for example when you register with the practice and attend any appointments. We also receive information about your health from other organisations who are involved in providing you with health and social care. For example, if you go to hospital for treatment or an operation the hospital will send us a letter to let us know what happens. This means your GP medical record is kept up-to date when you receive care from other parts of the health service.

Purposes for which your information will be used
Consent
All health and social care providers have a legal ‘duty to share’ under the Health and Social Care (Safety and Quality) Act 2015.  This requires health and adult social care bodies to share information with others where this will facilitate care for an individual.  It makes it clear that, unless you object, information can be lawfully shared for purposes likely to facilitate the provision of health services or adult social care and are in an individual’s best interests.

This Practice routinely shares confidential personal data with other health and social care providers when they are involved in your care or treatment.  Sharing information in this way is considered to facilitate care for individuals and we rely on implied consent. 

We will ask for your explicit consent before we use information which identifies you for purposes that do not directly contribute to, or support the delivery of your care. 

We will respect your decisions to restrict disclosure or use of information, unless in the case of exceptional circumstances (see Objecting to Sharing)

Direct Care
All the health care professionals who provide you with medical care will maintain a record of your health and any treatment provided. We use relevant information about you, including information about your health, to support the delivery of your care and treatment.

Some components of direct care may be delivered by non-registered and non-regulated health and social care staff, for example a ‘system administrator’ scanning a report onto our electronic record keeping system.

If you provide us with your mobile phone number, we may use your mobile phone number to send you text messages in relation to appointment reminders, recalls and health campaigns. Please let the practice know if you do not wish to receive text messages from the practice.

Where you have provided us with your email address, with your consent we will use this to send you information relating to your health and the services we provide.  If you do not wish to receive communications by email please let us know.  

We are always looking to improve the accessibility and availability of our services. If you are seen by a healthcare professional as part of the Extended Access Service, we will share relevant information from your GP record with the healthcare professional who will be seeing you under the Extended Access Service. 

We may offer you a remote consultation and use telephone recordings to support these consultations. You will be reminded where call or video recording is in place.

Where appropriate, we will share information about your health needs with the Ambulance Service and 111 Service. Information will only be shared with your consent or where sharing information is considered to be in your best interests. The information will be used to ensure clinicians have access to required information to help make the best decision about your care needs as a result of a call to 999 or 111.

We undertake medicines management reviews which involve reviewing relevant parts of the GP record and identifying potential changes which should be made to the medicine which has been prescribed to you. Further information on this can be found within the Medicines Management Reviews Data Protection Protocol.

We undertake risk stratification for preventative care purpose. This process enables the identification and subsequent management of patients who have or may be at-risk of health conditions (such as diabetes) or who are most likely to need healthcare services (such as people with frailty). Risk stratification tools used in the NHS help determine a person’s risk of suffering a particular condition and enable us to focus on preventing ill health before it develops.  Information about you is collected from a number of sources including NHS Trusts, GP Federations and your GP Practice. A risk score is then arrived at through an analysis of your de-identified information.  This can help us identify and offer you additional services to improve your health. If you do not wish information about you to be included in any risk stratification programmes, please let us know. We can add a code to your records that will stop your information from being used for this purpose. Please be aware that this may limit the ability of healthcare professionals to identify if you have or are at risk of developing certain serious health conditions.

If you require a referral, for example to a specialist or to secondary care, we will share relevant information about you with these organisations. We can do this electronically 
through our IT systems, secure email or by post.

Where required, we can arrange interpretation and translation services to ensure we meet your language and communication requirements.  We use a third party to provide this service who are subject to contractual obligations of security and confidentiality.

The Summary Care Record (SCR) is an electronic record which contains information about the medicines you take, allergies you suffer from and any reactions to medicines you have had. It is held on a national database by NHS England. The SCR may be shared with other healthcare professionals and organisations involved with your care. These professionals and organisations may also be able to update the record in order to ensure you are provided with the best possible care.

Our lawful basis for processing your personal data for these purposes are;
· the processing is necessary for you to perform a task in the public interest or for official function
· The processing is necessary for the purposes of preventive or occupational medicine, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services

Vital Interests
There may be situations in which you are unable to provide your consent, for example you become seriously unwell requiring emergency treatment or have an accident requiring emergency treatment. In these situations, if you are unable to give your consent then we may use or share your information in order to protect your vital interests.

National Clinical Audits
We contribute to national clinical audits so that healthcare can be checked and reviewed.

Information from medical records can help doctors and other healthcare workers measure and check the quality of care which is provided to you. 

The results of the checks or audits can show where organisations are doing well and where they need to improve.

The results of the checks or audits are used to recommend improvements to patient care.

The data will include information about you, such as your NHS Number and date of birth and information about your health which is recorded in coded form - for example the code for diabetes or high blood pressure - and will be sent to NHS Digital.

We will only share your information for national clinical audits or checking purposes when the law allows.

We participate in the following national clinical audits;
· National Cancer Diagnosis Audit
· National Diabetes Audit

For more information about national clinical audits see the Healthcare Quality Improvements Partnership website: https://www.hqip.org.uk/a-z-of-nca/#.XbmN_UX7R0t or phone 020 7997 7370. 

Our lawful basis for processing your personal data for these purposes are;
· the processing is necessary to perform a task in the public interest or for official function
· The processing is necessary for the purposes of preventive or occupational medicine, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services

National screening programmes
The NHS provides national screening programmes so that certain diseases can be detected at an early stage. 

These screening programmes include bowel cancer, breast cancer, cervical cancer, aortic aneurysms and a diabetic eye screening service. 

The law allows us to share your contact information with Public Health England so that you can be invited to the relevant screening programme. 

More information can be found at: https://www.gov.uk/topic/population-screening-programmes or you can speak to the practice.

Our lawful basis for processing your personal data for these purposes are;
· the processing is necessary for you to perform a task in the public interest or for official function
· The processing is necessary for the purposes of preventive or occupational medicine, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services

Operational Support from Clinical Commissioning Groups (CCGs)
We receive certain specialist healthcare related services and administrative related support from the Surrey Heartlands CCGs.  This assists us in providing the best possible care for our patients. We have robust data sharing arrangements in place with the CCGs.

Community acquired clostridium difficile infection reviews
A CCG employed Pharmacist will review the relevant parts of your GP record if identified as being community acquired clostridium difficile infection cases.  The Pharmacist or Pharmacy Technician will advise whether the practice should undertake a more detailed review and a full root cause analysis.  

Further information can be found within the Community acquired clostridium difficile infection reviews Data Protection Protocol.

Reporting
The Surrey Heartlands CCGs support our practice in reporting and service development activities to support the delivery of key NHS objectives around:
· Service redesign;
· Measuring performance and outcomes;
· Reducing health inequalities;
· Achieving efficiency savings; and
· Improving patient safety.

Further information can be found within the EMIS Enterprise Search and Reports Data Protection Protocol.

CCTV
We use CCTV to ensure the security of property and premises and for preventing and investigating crime purposes only. Areas monitored by CCTV are sign-posted with posters.

Our lawful basis for processing your personal data for this purpose is;
· the processing is necessary for our legitimate interests of the legitimate interests of a third party

National registries
National Registries have statutory permission under Section 251 of the NHS Act 2006, to collect and hold service user identifiable information without the need to seek informed consent from each individual service user. The National Cancer Registration and Analysis Service is an example of this.


Complaints, Data Subject Rights Requests and other similar requests
If you wish to exercise your rights under data protection law, we will process the information to be able to consider the request and provide an appropriate response. If you have instructed an individual or organisation to act on your behalf, we will respond to them providing we have your explicit consent.

In the unlikely event that the practice is subject to legal action or a complaint, we will need to access relevant information in order to investigate and respond. We may also need to share information with our insurance company and solicitors to manage and defend any claims.

Our lawful basis for processing your personal data for these purposes are;
· the processing is necessary to perform a task in the public interest or for official function
· The processing is necessary for compliance with a legal obligation
· The processing is necessary for the establishment, exercise or defense of legal claims
· The processing is necessary reasons of substantial public interest
· The processing is necessary for the purposes of preventive or occupational medicine, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services

Recipients of your information
Other healthcare organisations
We share information about your health with other organisations who are involved in providing you with health and social care. For example, if you require a referral to secondary care or a community provider, we will send a referral to them with information about you that is relevant to the referral. If you present at or engage with other health or social care services, we may share information with them in order to support your direct care, for example, 111 and ambulance service, A&E and out of hours, NHS trusts and registered and regulated professionals in care homes.

Friends, Families and carers
We will share relevant information about you with these individuals where you have provided your consent or where they are acting as your attorney, deputy or guardian.

We will retain certain information about these individuals such as their name and contact details so that we can share information about your care, in ways that you have agreed. 

Local Authority Safeguarding Team
There may be legal situations in which we have to share your information in order to maintain the safety of the individuals concerned. This includes both adult and child safeguarding and in these situations identifiable information will be shared. There is often a legal requirement to share this information without obtaining consent first.

NHS Digital
NHS Digital is a national body which has legal responsibilities to collect information about health and social care services.

It collects information from across the NHS in England and provides reports on how the NHS is performing. These reports help to plan and improve services to patients and allow our practice to receive payment for the services which we deliver.

This practice must comply with the law and will send data to NHS Digital, for example, when it is told to do so by the Secretary of State for Health or NHS England under the Health and Social Care Act 2012.

More information about NHS Digital and how it uses information can be found at: https://digital.nhs.uk/about-nhs-digital/our-work/keeping-patient-data-safe/how-we-look-after-your-health-and-care-information/understanding-the-health-and-care-information-we-collect

https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/gp-data-collections

Regulatory bodies
We are legally required to support organisations with regulatory functions such as the CQC and the ICO. Where appropriate, we may share information about you with these organisations to evidence compliance or to report an adverse or unexpected incident.

Public Health		
The law requires us to share data for national public health reasons, to prevent the spread of infectious diseases or other diseases which threaten the health of the population. 

We will report the relevant information to local health protection teams or Public Health England.

For more information about Public Health England and disease reporting see: https://www.gov.uk/guidance/notifiable-diseases-and-causative-organisms-how-to-report

Supporting Locally Commissioned Services
Local authorities and CCGs have responsibility for improving the health of the local population. In this regard, in order for the practice to receive payment for our services, we will share relevant information with these organisations using a statutory permission under Section 251 of the NHS Act 2006 or by sharing information that does not identify you.

Research organisations
We share information from medical records to support medical research when the law allows us to do so, for example to learn more about why people get ill and what treatments might work best.

We will also use your medical records to carry out research within the practice.

 This is important because:
· the use of information from GP medical records is very useful in developing new treatments and medicines; 
· medical researchers use information from medical records to help answer important questions about illnesses and disease so that improvements can be made to the care and treatment patients receive.

We share information with medical research organisations with your explicit consent or when the law allows.


Third party service providers
In order to deliver the best possible service, the practice will use carefully selected third party service providers. When we use a third party service provider to process data on our behalf, we will always have an appropriate agreement in place to ensure that they keep the data secure and that they do not use or share the information other than in accordance with our instructions.

Examples of functions that may be carried out by third parties include companies that provide;
· IT services and support, including our clinical systems;
· Systems which manage patient facing services (e.g. our website);
· Data hosting service providers;
· Systems which facilitate appointment bookings, electronic prescription services;
· Document management service; and
· Interpretation services.

[bookmark: _Objecting_to_Sharing]Objecting to Sharing
[bookmark: _Toc6502324][bookmark: _Toc8201951]You have the right to object to information being shared between those who are providing you with direct care.  This may affect the care you receive so please speak to the practice if you have any concerns about the ways in which your information is shared. 

Sharing without your consent
There are exceptions to the duty of confidence that may make the use or disclosure of confidential information without consent appropriate. These situations are rare but could include:
· Sharing your name, address and other demographic information with NHS Digital as this is necessary if you wish to be registered to receive NHS care;
· Sharing required in the public interest or to protect the public in order to prevent and support detection, investigation and punishment of a serious crime or to prevent abuse/serious harm;
· Legal disclosures for example where we have received a court order;
· Where we are required to support organisations with regulatory functions such as the CQC or the ICO.

National data opt-out
The national data opt-out is a service that allows patients to opt out of their confidential patient information being used for research and planning. To find out more or to register your choice to opt out, please visit www.nhs.uk/your-nhs-data-matters

On this web page you will:
· See what is meant by confidential patient information
· Find examples of when confidential patient information is used for individual care and examples of when it is used for purposes beyond individual care
· Find out more about the benefits of sharing data
· Understand more about who uses the data
· Find out how your data is protected
· Be able to access the system to view, set or change your opt-out setting
· Find the contact telephone number if you want to know any more or to set/change your opt-out by phone 
· See the situations where the opt-out will not apply

Sharing partners
We have sharing agreements in place with some organisations where we believe this will facilitate care for our patients or where you have provided your explicit consent.  This allows authorised individuals to directly access the electronic records which we hold about you and ensures that those involved in your care, treatment or research study can quickly, easily and securely access the information they need, when they need it.

Retention
All records held by the Practice will be kept for the duration specified by national guidance from NHS Digital, Health and Social Care Records Code of Practice. Once information that we hold has been identified for destruction it will be disposed of in the most appropriate way for the type of information it is. Personal confidential and commercially confidential information will be disposed of by approved and secure confidential waste procedures. We keep a record of retention schedules in line with the Records Management Code of Practice for Health and Social Care 2016.

Securing your information
We use various companies and sub-contractors to support our practice. These organisations are trusted partners and whom we authorise to use your information in line with our specific instructions.

We require these third parties to provide assurance that they meet the requirements of data protection law and we ensure written contracts are in place where access is provided to your personal data.

We use various technical and organisational controls to protect your information.  We will only use information that identifies you where it is necessary and then only the minimum amount of information that is necessary to achieve the purpose will be collected and used.

Access to your information is restricted to individuals on a strict “need-to-know” basis i.e. only individuals supporting the provision of your healthcare can view your information. 

Anyone we share your information with, and all practice staff, are legally, contractually and/or professionally bound to keep your information confidential and secure. We undertake regular auditing to check that information is being handled to the necessary standard.

Our staff receive regular training to ensure they understand how to comply with data protection and confidentiality requirements.

We use secure electronic systems to store your information and where we hold paper records, they will be protected from unauthorised access and confidentially destroyed where appropriate.

Your rights
You have various rights available to you under data protection law. These are set out below;

Your right of access: You have the right to ask us for copies of your personal information
Your right to rectification: You have the right to ask us to rectify information you think is inaccurate or complete information which you think is incomplete
Your right to be informed: you have the right to be told about the collection and use of your information
Your right to restriction of processing: In certain circumstances, you have the right to ask us to restrict the processing of your information 
Your right to object to processing: In certain circumstances, you have the right to object to the processing of your personal data 

Requests can be made verbally or in writing although we may ask you to complete a form in order that we can ensure that you have the correct information that you require. You will also need to confirm your identity.

Please be aware that in certain situations we are able to charge a reasonable fee for responding to your request. We will inform you where this applies.

If you have a query about your rights or wish to exercise a right, please contact

The Practice Manager
Binscombe Medical Centre
106 Binscombe
Godalming
Surrey
GU7 3PR
01483 415 115
Binscombe.info@nhs.net

Online Services
You can are able to access online services through this GP practice. This allows you to:
· Book, check or cancel appointments
· Order repeat prescriptions
· See parts of your health record

If you would like to access your GP record online visit www.patientaccess.com 

Change of Details
It is important that you tell the practice if any of your contact details such as your name or address have changed, especially if any of your other contacts details are incorrect. It is important that we are made aware of any changes immediately in order that no information is shared in error.

Data Protection Officer
We receive a Data Protection Officer support service from AJ Spinks Limited. You can contact our DPO via the practice:
Binscombe.info@nhs.net
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Please mark all correspondence  “Private and Confidential- For the Attention of the Data Protection Officer”.

Complaining to the ICO
You have the right to complain to the Information Commissioner’s Office, you can use this link https://ico.org.uk/global/contact-us/ or call their helpline Tel: 0303 123 1113 

Reviews of and Changes to our Privacy Notice
We will keep our Privacy Notice under regular review. This notice was last reviewed in March 2020.


